FOIA = Democracy In Action

FOLICY = Qpenness over secrecy

hat is a public record?

Aavy tepe of record--electranic fles, email, papers, letters, U0V, video or audio redardings,
eto.  Hyou're government and you have a record In the transaction of vour public husiness,
g.iwm it is o public recoed,

Ewception I is not o public record 10 s not in the transaction of public business, Examples;
Latter from your insurance company, note Fom your spouse, invitation to g party, spam
proad, eto,

Who has acoess rights under Vivginia FOIA?
Citizens of Viegioie & media representatives in Virginia,
LT anvone can get a Virginta citizen to maks # request on bis or her behatf,

How long do | have to respond to a requast?
FIVE (g3 working days

W hat responses are altowed under FOIAT Multiple cholce:

YES Provide the reconds to the regussten

Py edentify the subject matter and valumie of records being withheld, end cite the applicable
exgrmptionis) in weitiog.

YRS and NG Provide port of the records, but withbold portions thal are sremnpt—ldentify the
subject rratter of the recards heing withheld and cite the appicable axemptioni(s) in
witing.

30 WOT HAVE LT Tell the requester in vrlting that the record canned e Found or does not exist,
If o ke someons else has the revond, tell the reguestar,

BEED MORE TIME: Tell the requaster iweriting vou are bvoking your right to seven (7)
aclditional warking days to respond, i that s nod enough tme, work aut g deal with the
requester.  IFyou cannct reach & deal, you may petition & court for more e

Do you have to provide the records for FREE?

PO You may charge, but charges must be REASONABLE and may not excesd ACTUAL costs
for

TEARTHING for records;

ALLESGING racovds;

DLIPLICATING records; and

SLIFRLYING records fwhich includes redaction),

o ey MO charge for legal review or maintenence costs o other general expenses, What
i REASDMABLE? Only a court can rube on what s reasunable, but if vou think the charges
it tand you in front of a judge, B probably se't reasennble, The regquester has a right to an
ESTIMATE inadvance,  You may collect an ADVANCE DEROSIT if the esthuated charges

i ewoned Sang,

Specific Questions?  Tall or ernall the FOLA Council
Bog-zzg-gosd
1-B68G. 448000
fotacouncil @ dis virginia. gov
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The use of ¢-mail in the business place has become routine and is a preferred mode of
communication, For state and local government officials and employees, the application
of the Virginia Freedom of Information Act (FOLA) relating to aceess to records and the
Yirginia Public Records Act (the PRA) relating to the retention of records comes mto
play.

CGovernment officials and emplovees frequently ask two key questions about the use of e-

mail --"Can the public and media access my e-mail under FOIAT" and "Deo | bave
to save my eqmail?”

This document will artempt to answer these questions and provide guidance about the use
and management of e-mail by state and local government.

The nature of c-mail

E-mail generally refers to any communication that requires an electronic device for
storage and/or transmission.! E-mail is a medium for correspoadence - essentially, e-
mail is the "envelope” for the communication. For purposes of FOIA & the PRA, e-mail
provides a medium for communication, much like a telephone or the 1S, Mail provides a
means of communication, The fact that a communication I8 sent via e-mail is not alone
conclusive of whether that e-mail must be accessible to the public under FOLA or retained
pursuant to the PRA; one must look at the text and substance of the communication 1o
determine whether it is indeed a public record.
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The Virginia Freedom of Information Act

FOTA addresses access to public repords.  Section 2.2-3701 of the Code of Virginia
defines public records for purposes of FOIA 1o include "oll writings and recordings that
consist of letters, words or numbers, or their equivalent. set down by handwriting,
fypewriting, printing, pholostaiting, photography, magnetic impulse, optical or magreto-
optical form, mechanical or electronic recording or other form of date compilation,
however stored, regardless of physical form or characteristics, prepared or owned by, or
in the possession of a public body or its officers. employees or agents in the transaction
of public business."

! Libwary of Virginis, Electronic Records Guidehines {effective June 10, ZOEERY,

Virginda Frogdom of mfovmation Advisory Counell




Clearly an e-mail would fall under fivis broad definition of a public record, because it
applies to all writings and recordings. ..set down by, .mechanical o glectronic

recording, . however stored, regardiess of physical form or characteristios. AS e

above, e-mnail is just the mediam, or the epvelope, nsed 1o convey the communication.
Tust a3 a letter sent via U.8. Mail from one public official another concerning public
business would be a public record under FOLA, 50 would {hat same compuunicaton sent

vig e-mail.

he
& wyoabd

FOLA requires that unless subject to a stalutory exemption, all public records mus
opent to inspection and copying. Theretore, an e-mail relating to public busines
be accessible just like any other public record, and may be withheld from pubhe

disclosure only if a particular exemption applies 10 e content of the e-taail.

The Virginia Public Records Act

While FOLA goverms access 1o records held by state and local government. the PRA
poverns ow long 8 governmen entity must retain cerlain records, The PRA defines
*public record” for purposes of records retention, and ke FOIA, the definition is farly
beoad and would include e-mail as a public record, Seetion 42,1-77 defines a public
record to include recorded information that dosuments a transaction o activity by or with
any public officer, agency or emplovee of the siate government o vy pokitiond
subdivisions. Regardless of physical form or characteristic, the recorded informanion 15 8
nred in pursyan {

ol oran

public record if it is produced, collected, recetved or rets
commection with the transaction of public business.

ent types of records, be eral
onby kept for so long

nifloanes or s
T,

‘The PRA sets forth differont retention schedules for diffe
factors shape how long a record pecds O e held, Many records are
2 business requires them o be kept. although if o record has histol
created by an agency head or director, 1t may need 1o be kept longer.
certain records are required to be maintained nermanently, such as records from standing
committees of the General Assembly, annual reports of state agencies, and
correspondence of ageney directors. Cther records need only be kept 3o long
administratively necessary, cueh as reminders of gvents fike Wood drives or fund raisers,
cowrtesy copies of correspondence, or fsprery, Adong the
contimuum, other records may be required to be retained for 30 days o ten years,
depending on their content. After the retention time has expired ft

i particular
document, then that record may be destroyed pursuantio the guidetings set forth by the
Library of Virghna

i 5

an they are

Faicibe

In providing guidance for adhering to the PRA, the Library of Virginia notes that c-riadl
should be treated the same as paper COTIEspONACHLE. Again. e-mail is only the yediurm,

2 nm 4 be administersd by the Library of Wirging

ragords o a particy
Libwary of Virginia, b
s Bvidihova




or the envelope, by which the correspondence s sent; the retention schedule for a
particular e-mail will depend on its content and should be preserved the same as its paper
eguivalent, Both incoming and outgoing e-mail should be retained. along with any
attachments sent via e-mail,

Tips for using and managing c-mail
All e-mails related to public business are subject to the provisions of FOLA and the PRA,
gned should be managed in the same manner as all other publhic records,

There is a tendency with e-mail o hit the defete button as soon as vou are finished with a
particular message. However, consideration must be given to whether that particular ¢-
mail must be retained for purposes of the PRA - vou can'l automatically delete your e-
mail, just as vou can't automatically throw away paper correspondence and records.

certain wa,mdh», ii a %m i:mmm;.%. ent %.y i\,@. g}f{«, an e-mail {_z:}r &ny g}%m@ o a:wai} im %m}ﬁw
than ifs retention schedule requires, that e-madl will still be subject to FOIA If requested,
Conversely, if a government entity g:@mpm"iv disposes of a record pursuant 1o a retention
sohedula and a subs sequent FOTA reguest 1s made for that record, FOIA does not require
the government entity to recreate the record,

Fomail is often used as a substitute for a telephone call, and is quite informal. However,
c-mnail creates a record of that communication that must be retained pursuant to the PRA
ard will be available upon request to the public under FOIAL Consider the consequence
of choice to use e-mail instead of the telephong -~ it may not be in your best interest o be
as informal on c-mail a5 you are on the telephone.

The Library of Virginia discourages the practice of mammmmﬂ pormanent records solely
in electronic format, withoul a paper or microfitm backup.” For records that do not need
to be maintained permancatly, these e-mails can be printed out and stored in a traditional,
paper file (and ihc electronic copy van be deleted) or electronic tolders can be created on
the computer to wrgamiz&: e-TIS bv‘z*‘;m:{ an functions, subjects or activities. The Library
of Virginia suggests that these folders are assigned to your home directory on the
computer, and not on the network. i;:‘i.ge w;;‘y of example, af the FOLA Council we prind a
copy of all of the FOIA {'gsze%tiﬁr';«; that we receive via e-mail, along with our
corresponding response. and {ile the paper copy in a chronological file. After we have
printed a copy to retain for our records, we delete the e-mail off of the computer.

Public officials and smplovees should not commingle personal and official e-mails.
Private e-mails do not necd o be retained; e-mails Mﬁtmg to the fransaction of public
business do. From an e-mall management perspective, it is probably not a good idea to
mix personal and official business in the same ¢-mail. Official e-mails that need to be
retained should be maintained with other public records that relate 1o the same content,

T Library of Vieginda, Blectronic Becords Guidelines {effective June 10, 20023

@5 § g § Yirginia Freedom of Infoemation Advisory Council




ACCESS TO PUBLIC RECORDS
under the
VIRGINIA FREEDOM OF INFOI

\TION ACT

LSTATUTORY GUIDANCE

The Virginia Freedom of Information Act (FOLA) s fargely a procedural act, and § 2.223704 of the
Coele of Virginia suides a user as 1o how to make or respond o a FOIA request for public records,
The remainder of this outline breaks down the requireraents of § 223704 and provides pracucal
advice for adbering o FOIA when making or responding 1o a request. Further detatled gnidance
regmrding charges for the production of records is provided in aoseparate document ertitled “aking
the Shoek Ont of TOIA Charges: A Guide to Allowable Charges under the Freedorn of Tnformation
Aot

WHAT IS A PUBLIC RECORD UNDER FOIAP

A “public record” is any wriing or recording, inoany format, prepared or owned by, or mthe
possession of a public body or s oflicers, emplovees or agents i the ansaction of pubhc
business, For example, public records may be in the form of handwritien notes, typewnitten
decmments. electronie fes, audio or video recordings, photographbs, o any other written or
recortded medi,

ARE DRAFT OR PRELIMINARY VERSIONS ALSO CONSIDEREL PUBLIC RECORDS?

Yes, The definition of “public record” does not distnguish between drall or preliminary
versions and final versions, so both are considered public records under FOTA

11 MAKING A REQUEST FOR RECORDS

WHO MAY REQUEST RECORDS UNDER FOIAP

s Citizens of the Cormmonwealtly
o Representatives of nowspapers and magazines with cireulation i the Commonwealth; and
s Representatives of radio and television stations broadeasting in or mto the Commonwealth,

MUST A REQUEST MENTION “FOIA" SPECIFICALLY?
No. The request need not make reference to FOIA in order to nvoke its provisions or (o
impose the tine Hits Lor response by a public body.,

MUST A REQUEST BE MADEIN WRITING?

No., A written roquest is not required. However, from a practical point of view, 1l i suggested
ihat the request be made in writing {or use wny request form provided by the public body).
Writing is recourse tor both partics?”

CROITA Conpeld Opindons AG-3-00, AOD508,

VIRGTNLS FREEDOM GF TNFPORMATION ADVIBORY ColNe



MAY A PUBLIC BODY REQUIRE A REQUESTER TO FILL OU A REQUEST FORM?

N, A public body may develop o request form (hat it asks reauesters 1o ot bul a public
that i form be used before it be gfgw work on g FOUA request, INOTE: Tt
fory oF o put the soquest in writng, the

body tay not s
is suggested that 1 the re quester el o Gl the |
public hody should Bl oot Wi o i;m:w«wuma%s mmz“? i z.x.{msm?..é*

NI EEGAL

MAY A PUBLIC BODY REQUIRE A REQUESTER T} PRU VITE FHIS NAME A
ALIDRESS?
Yes, A public body may pequiire @ Teguesier o provide s mome and legal seldress belore
PROCESSING it H YA reguest. INOTE: This 15 a tool a public body srar use, but FOA dows not
mnnidate that public bodies get identilicaon Fivst

IL. RESPONDING TO A REQUEST FOR RECORDS

HOW LONG DOFES A PUBLIC BODY HAVE TO RESPOND TO A RECK
A public body must respond svithin (e working davs of reccipt of the reguest, INCYTE:
Ceunt the day after reeeipt as day L1
GEMEMBER: Failure to respond to a request for records shall be deemed a deninl of the
peepilest and consiues o viohtion of FOHEALS

ww

WHAT ARE THE PERMISSIRLE RESPONSES TO A REQL ESTE
As of Tulv 1, 2007 a public hody must nuske ong of the Tive responses attowed by FOIA:

L Provide the requested records 1o the roquesten
9 The requested records ave being entrely withbehd ih.hi‘éiw thetr release s

dovdi has exercised his gt withheld the

gu‘w}'ﬁﬂ‘éﬁwi by e o e 0
records i accordance witdy FUTAS
A0 he sa‘{gazﬁ*hmzi cocords are being provided
heeanse the relense of gs;»fx..;zé of thie records is protabited by v or the
z.ax-;xrvu:;}mi bis diseretion to withhiold a potion of he reeords i accardance with
FOEA:
o The requested records vould not be ford or do ot «
Besly that received the request knows hat another public bods has e reuested
records, the response shall include contac edprmation for e other public bodys

i part and are being withls eled e
cnstodian bas

wt, However, 1f the public

(1N
5. T is not practically possible 1o provide the requested records OR to d m‘mm*
whether they are available within the five-w whoday pertod, wud the zzzb rocdy

TREA e
FEaTA Clounm

A9 égw fpy AT
i
R A Couneld
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Fpmppens AL 1841, ALRUTL
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needs an additional seven work duys i which to provide one ol the four preceding
FESDOTISCE,

WEEN DOES A RESPONSE NEED TO BRIN WRITING?
If any part of the answer is “NO" e, response 2 OR 3 abovel, the response must

b Bein weiling

2. Identify with reasonable particularity the subject maatter of withheld records; and

9. Cite, a5 to each category of withheltd records, the specific section of the Code of
Virginia that anthorizes the records o be withheld,

If the records are heing ensively williheld (e, response 2) then the response must also
identify with reasonable particularity tie volume of the withiheld records,

IF the answer 15 we ecannot find #17 or “it does not exist” {Le. response 4 abovel, the
PSSO NSk
f. Be in writing, and
2. I the public body knows that another public body bas the records, it mnst provide
contact infortnation for te other public body.
I the answer 15 “we need more gme” and the public body would like seven additional
working duys to respond (L., response 5 above), the vesponse st

b Be nowriting, and
9, Specity the conditions that make production of the records within twe lve-work-

Ay

day period mpossible.

HOW DOES A PUBLIC BODY RESPOND IF A RECORD CONTAINS EXEMPT AND
NONEXEMPT INFORMATION?

Generally, il 2 record contains exempt and nogexermpt information, the publie body st
release the record und delete or excise the exempt portion of the record,

MEST A PURLIC BODY CREATE A RECORI IN RESPONSE TO A FOIA REQUEST?

Crenerally, no public hody s required to create o new vecord H the reguested record does not
Already exist. However, a public body may absiract of syrnmarize infonnaton under such
terms and conditions as agreed between the requester and the public bosely.”

FIOW MUCTI MAY A PUBLIC BODY CHARCE FOR PRODUCING RECORDS?

A public body may make reasonable charges for its acual cost incured I accessing,
duplieating, sapplying, or searching for the requested records. A public body may not charge
extraneons or surplus fees unrelated 1o the production of the records, POTE: This means

that 2 public body cannot factor in cxpenses such as overhead or the cost of beneliis puid 1o
emplovees.] Charges for copies must not exceed the actual cost of duphoation,

“Pper o July BE007, FOEA permiited four responsis o a vecords request; FOTA Councit Opindons AC- 00, AO-E01,
ACRIR08, ACRIRO8, AO-16-04, AC0505, ACIS-06, ACHEEUT, AL D07 AURIGON, ACWOT0R, A0 LG8, AGOL
09, AGHUT-1L AGORTL

FEOTA Counetl Opinons ACLLOD, AGB0T, AO-11-0T, S
D108, ARG, AT, AC AL, AR, A

4, ACHHA0Y, AL
200, ALGF-1 1

VIROGINLS FRETDOM OF TRFORMATION ATTVIRQRY QoL



A citiven may request that the public body estimate the cost of supplymg the requested
records in advance. As mentionad g"‘a'z"m“ses'am?*:. Farther detaled godince regarding charges |
the production of records is provided i a separie document entided " Tadung the Shock Chat
of FOIA Clanees: A Guide to Allowable Charges nnder the Treedom o Talormstion Aot

CAN A PUBLIC BODY REQUIRE ADVANCE PAYMENT?

When u public body determines ;aeim..s.mat that the charges fov supplying the requested
.M:{'aszéh are lkely to exceed 8200, i wav reguire the requesicr to gwa “ #%igi asit belore
procecding with the roguest, "Has {i posit nny nob exceed e amon the whnnre
deternunation, and the public |

oy tmst credit U towards the nal coss e:k%-= upplving the
records. 10 a public hody asks for the advance deposis, the fivesworkingday penod © responid
i the reguenst will be tolled until the deposit is paid.”

WHAT CAN A PUBLIC BODY DO IF A REQUL
PROV wmw UNBIER FOIAP

Belore responding to a new request for records, a public body may re quitre the requester ©

H

pay any amounts owed o the public body for provious requests o vecords hal remam

vapaid 30 days or more after bithng,

DO THESE SAME REQUIREMENTS APPLY TO A REQUEST FOR FLECTRONIC
RECCRDS?

Ves, Like sl other records, regardloss o format, & public body may ouly charge a rnsonabie,
wot o excecd actual, cost for producing public records sintnined moan clecironic dats
processing systemn of computer daiabase, An d ke other records, when electronic rocords or
databases contain both exempt and ponexempt records, the public body must supply the
o of exem

nonesempl information and excise or delote the exenpt informmtion, The ox
Helds from o database is not considered the creation of a new record under FOEA.

o e the veaguesier, i
. b %Eéi;‘: bt body
delivering the

A public body must provide clectronic records many e divinn ddder
that medinen is used by the publie body i the regulie course of busing
bas the capability, this includes the option of posiing the

records o an el address, A public body & not reguired o produce reo
regularly used by the public body, However, a public body st o sigm pi «;mmi » ciforts o
provide records in any format under such terms and conditions s agrocd i}ai-za-w:a?-z'z the
vequester and the public ody, inciading the payment of rensonable cosis,

erels o ow web
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APPENDIX

Records Exemptions of General Applicability

FOTA contains over 100 exemptions for records, Although many of these exemptions apply (o
specific agencies or to very content-specific reconds, there are several records exemptions of gencral
applicabiliey that mayv be used by virmaally all public bodies. The records exeroptions of geaeral
apphcability are listed below, with the unz{::&i‘}er;:s%"mﬁii.r;.;g; statutory citagon, as a relerence ool

§ 2.2-3705.1{1): Personnel. Provides an exemption for

Personnel records containing information concemning identifiable individuals, except that

aceess shall not be donied 1o the person who is the subject thereoll Any person swha s the
sulyect of any personnel ree imi s-md who is 18 vears of wre or older may waive, i writing, the
protections alforded by this sabdivision. If the protections are so waived, the public body
shadl open sueh records for inspection and copying.

§ 2.2.49705.1(2): Attorney-chicnt privilege. Provides an exemption for
Wiitten advice ol legal rounsel to stte, regional or local public bodies or the olficers or
emplovees of such public bodies, and any other records protected by the attorney-chent
privilege.

§ 2.9-8705.1(3): Attorney work product. Provides an exemption for

Lol memoranda and other work product compiled specifically for use in Htigalion or for
use i oan active adminstraive &xﬂ-mﬁi@;ii.ﬁz.ﬁ"ﬁ pOnCErTHag & malier that 18 ;‘)2‘"{3};;&@?_ the subject
of w closed meeting under § 2.2-37 1

§ 2.9-3705.1{4): Teats and examinations. Provides an exermplon for:

Any test or exanination used, adininistered or prepared by any public hady for purposes of
evaduntion of ) any student or any student’s perfommance, (1) any emplovee or ermployinent
secker's qualificaions or aptitnde for employment, retention, oF promofion, or {11}
qualifications for any License or certificate issucd by a public by,

As used i this subdivision, “test or examination” shall inclhude (@) any scoring key for any
sueh test or examination and (b any other docment that would eopardize the seourity of
e test or exannation. Nothing contained in this subdivision shall prohibit the release of
fest scores or resilis as provided by faw, or linut access to snclividual records s provided by
baw. However, the subject of such conployment tests shall be entided to review and inspect all
recortds relative o his performance on such emiployment (ests,

When, in e reasonable opindon of such public body, wuy such test or examinalion no

lenger has any potential for future use, and the security of Tuture tests or exmrtinaiions will

not be jeopardized, the test or examinaton shiall be made svatlable 1o the public, However,

pinimin competency tests administered to public school daldren shall be made avatlable

1o the public contemporancousty with statewide release of the scores of those taking such

Lests, but in ne event shall such ests be made available to the public later than six months
after the administraizon of such st

VIRGETA FREEDOM OF INFORMATION ADVISORY UNUNC



§ 9.2-4708,1(5): Closed meetings, Prowides an exermption fon

Gy use i closed meetimgs Tawhally held

: {sgm“s I8 Es%'@g";wima ander tus

Records recorded in or compiled exclusively
pursuant i § 2.1 t However, no record thar is otherw

chiapter shall be decmed exempt by virtne of the Iact that it has been veviewed or disenssed
i a closed meetmg.

§ 9,2.83705.1{6): Vendor proprietary nformaion, Provides an exemption [on

Vendor proprictary nformution soltware (it may T in the official records of a public body,
Vor the purpose of tis subdivision, "ven %«;f gmww gy miimm‘ freas conpuior
w5 of sing data for agencios or polineal

PrOgrains ac qz;;zwi Fromn a vendor Lor
subicdivisions of the Commenwealih,

& 9 23705, 17 Computar software. Provides an exemprion

Computer sofiware developed by or for @ sinde aEeney, »3.'.'-Eit:"'-i‘é'i.zjgiiz}i?E":’ii:ii pstitntion of higher

education or political subdivision of the Commons venith,

§ 2.2-3705,1(8): Cost estimales of real property. Provides an exemphion foire

Appraisals and cost estimates of real proporty subject o a proposed purchase, sale or lease,
i war 10 the ;je;'mz})ii:%,ﬁe:,‘z”s of such gmui AL, BRK 0T lerase.

§ 9.9-8705,1{10); Certain personal nformation. Provides an CXCTHPHOI b

Personal inlormation, as defined i § 233801, mclading clectronic mal addrosses,
furnished o a public body tor the PUrpose of recervn f.é’{‘t%“{}fi't‘ vt rorn e public body,
provided that the elect romic il recipient has requesied that the public body not disclose
such mformation. However, access shall not be desie 1o the person whe is the subject ol

the veoovd,

&%

§ 2287051018 Contracty Provides an cxemplion o

Records relating o the negotianon axd aw ared of a specilic contragt whore compel Hion OF
of auch records would adversely atfect the bargaimng
position oF negofiaing sralegy of the public body, Such records :»ah,;zﬁi et he withheld afior the
pribtic body bas made decision o sward or net to award the contract, In the cas oo
PrOCHIement ansa riens conducted pur suart 10 1 e Virginia Public Procurement Aut &
4300 w1 sea.), the provisions of this sblivision shatl not apply, and any relese of recorl:
eer sueh transactons shall be governed by the Virginga Public Procureme ¢ At

bargaining is involved and Dwhere the reles

& 2.2-3705.1(13): Account aumbers. Provides an excmption for
s or roniting fon vratien Tor asy credi
<osry o pablic body.,

coand mhe

Thiose portions of vecords this coman A
card, debit card, o other account with a Anancinl msttution of any pe
Feswever, access shall not be demed i the Doy o who is the sabject of the recowd. Tor e
il tasitndion” e ans
~1er Hnsnial stintions, Svetueding, withon! Hmisbion,

ATy O T suthorteed to do

purposes of is subdivision, B
bsiness under state or lederal T relatin
bk and trust commpanies, savings banks, savings amd o

i commanies or associations, and © redit

LIS,

&

e A PR
TRGINTA




§ 2.2-3705.2(2): Certain engineering and construchon plans, Provides an exemplion for

Those portions of engmecering and construction drawings and plans submitted for the sole
purpose of complying with the Building Code in obtaining a butlding permit that would
identify specific trade scorets or other information, the disclosure of which wonld be harmibul
to the compelitive position of the owner or lessee. Flowever, such information shall be
exempt only until the building is completed. Tnformation relating to the sulety or
eovirommenial soundness of any building shall not be exempt from disclosure.

Those portions of cngineering and construction drawings and plans that revesd critical
struciural components, security cquipment and systems, ventilalion systems, five profection
cepipment, mandatory building ensergency equipment or systems, elevators, electrical
systems, teleconmmmications equipment and systerns, and other nglity cquiprment and
systems submitted for the purpose of complying with the Uniform Statewide Building Code
(§ 36-97 ot sen.) or the Statewide Fire Prevention Code (8 27-04 el seq), the diselosure of
which would jeopardize the safcety or security of any public or private conunercial olhice,
muliifimily residential or retail building or its occupants in the everd of terrorism or other
threat to publie salfety, o the exent that the owner or lessee of such property, equipinent of
systemn in writing () invekes the protections of this paragraph; G wentilies thae drawings,
plans, or other materials (o be protected; and (i) states Bie reasons why protecton 1%
NOCessary,

Nothing i this subdivision shall prevent the disclosure of information relamg to any
building in comnection with an inquiry into the performance of that building alter 1 has been
subteeted to five, cxplosion, naturad disaster or other catastrophic event,

§ 2.2.3705.2(3): Security systoms, Provides an exemption for:

Docmmentation or other information that describes the design, function, operalion or access
controt features of any security system, wheter manual or antomated, which ts wseed 1o

contral neeess (o ar use of any automated data processing or felecommunicalions sysien.

§ 2.2-9705.2(4); Plans to respond to terrorist activity. Provides an exemption for

Plans and mformation (o prevent or respond Lo ferrorst activity, the disclosure of which
would jeopardize the safety of any person, nchading (3 eritieal ntrastructure sector or
sivictural components; i) vulnerability assessments, operational, procedural, Gansportation,
and Gieiical planniog or traming manuals, and staff meeting mimes or othwer records: snd
(i} engincering or architectural records, or records containing information derved Ir
sueh records, to the extent such records reveal the location or operation ol security
couipment and systems, elovators, venlation, hre proteclion, emergency, electrieal,
telecomppications or utlity equipment and systems of any public buikding, structure or
informution storage facility. The same categorics of records of any govermenial or
nougovernmentsl person or entity submdtted (o a public body for the purpose o3k
aniterrorisi response planning roay be withheld from disclosure i such person or entity i
writing () invokes the protections of this subdivision, () identifies with specificity the
records or portions therend for which protection i songht, and () states with reasonnble
particularity why the protection of such records from public disclosure is nocessary 10 moeg
the objective of antitervorism planning or protection, Such stalement shall be a public record
and shall be disclosed upon request, Mothing in this subdivision shall be construed to

WFDRALATION ADVIRORY D070,
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prohibit the disclosure of records relating to the structurad or covironmentad soundness of
any building, nor shall it prevent e disclosure of information relating 1o any bulding in
conneckion with an inguiry into the perlonmance of du buikding al
1 fire, cxplosion, natural disaster o other catastrophic evend.

e it Ts boen subyected

§ 9,2-3705.2(6): Security of facilites. | Provides an exanption lor

Fngineering and architcenal deawings, o prerational, procedural, tactical planmng or rining
puanuals, or stafl meeting minuies or of deer records, the disclosure of which would rove sl

survellance leohnngues,
ar operational and ransp
eopardize the see mm of woy goverrmnental facility, buldmg or stracture or the salery of

sonnel deploviments, aanm or security svstoms or techipologies,
ation plans or protocols, w0 the extent su it disclosure would

nersons using such | wethiry, butlhding or steucture.

Provides an exerpion fon

§ 9 9.4705,401 Smde

Sehotastie records contmning information o mcerning idenoliable incividabs, ©
aeh aceess shall not be dended w the porson wha s e subject thereot, or the
fegal suardian of the sindent Hawever, nio student shal lave aceess o ) D
A parent ov giardian ot {1 records ol instructional, supervisory, and adm ssiTaiIve

personnel ol cducatond personnel ancillary thereto, that are in the sole possession of the
msher thereof and that are notacce

ek thang
arepd ar

The pacent or legal guardian of  studlent may probibit, by written request, the release of any
:mhm{m} information regarding that student unl e student reaches the age of 18 vours,
For seholastic records of students v acter e age of T8 venrs, the vight of aceess rag
asseried ouly by his legal guardian or parent, including a noneustodial parent, unless such
parent's parental rights have been serminnated or g ot ol competoent §HI‘E.»-§§;£.?}&_'J‘€} b

1 such access, For seholastic records of students wher are cmancipated o
ppotted nstitution ol hisher educanon, the right ol aecess may b

resivicted or denio
atienneling 7 sialo
asserted by the student

e oileder

<om who is the subject of any scholastic v rord and who is 18 years of
ctivns aftorded by this subdivision. 1 ihe
TR HEH i L

Any pe
Py Svave, B Wi, e prote
watved, the public Body shall open sue b records for msp

§ 2.2.9705.5(1 % Health, Proviries an cuprpstion Lo

sck by the ndividual who
S

Al records, except that such vecords way e pysonadly
s the subjeet of such records, as provided i subscetion b I &

1 of heealth records s confined i a state or ¢ bevead
e st h

oy whe 15 the subie
e acminisieator or chef medical olTieer of snch Taciliny may s
i of aecess to the health reconds 1 the adminsiyagor or chiel medical

Where the per
correctional oty
sabined person’s
olfieer has reasonable cause 1o believe tat s

other medicat condition rom which other per
rocords shall only be reviewed and shadl not b vopied by such adiministrator o ol
medheal oficer. The informaton in the heahih records of a prison so cont et shad
continue 1o be confidenal and shall not b disclosed by the adiministraior or chachmedical
oilicer of the facility to any person cxcept e s abicet or exeept as provided Ty Jra,

arn leebons s

I confined person ha .
wons 50 confined need 1o be protected, Flealth
el
!

wl peeonds of

sibbe or reveaded] o any other person excepl substiiuie,



Where the person who is the subject of health records is under the age of 18, his right of
arcess may be asserted only by his guardian or bis parent, including « noncustodinl parent,
unless such parent’s parental rights have been terminated, @ court of competent jurisdiction
has restricted or denied such aceess, or & parent has been denied aceess to the health record
in acvordance with § 20-12:40.6. In nstances where the person who is the subject thereal 1s an
emancipated minor, a student in a public institution of higher education, ov s a minor who
fas cotented 1o s own treatment as autherized by § 16.1-338 or FL1-2960, the right of
access may be asserfed by the subject person.

For the purposes of (his chapter, statstical summaries of incidents and statistionl data concerning
abse of individuals recciving services compiled by the Comumissioner of Behavioral Flealth and
Developmental Services shall be open tw inspection and copying as provided in § 2.2-3704. Mo
such summaries or data shall include any mformation dat identifies specilic medividuals receiving
SETVICES,

§ 9.2-3705.6(3): Feonomic development and retention, Provides an exernplion for:

Confidential proprictary records, voluntarily provided by provate husiness pursuant (o o promise
of confidentiality from a public body, used by the pablic body for business, tracke and tourism
development or retention; and memoranda, working papers or othior records related to
businesses that are considering locafing or expanding in Vieginia, prepared by a pubdic hody,
whiere competition or lagaining is mvolved and where, if such records are made public, the
financial interest of the public body wonld be adversely sffected.

§ 9.9.8705.6(10): Prequalification to bid. Provides an exemption for:
Confidential information designated s provided in subsection Fof § 28430 as trace
seerets ar proprictary information by any person who B submiticd fo a public body an
application tor prequalification to bid on public construction projects in accordanee with

subseetion Bol § 2.2-4317.

Upseatedd June 2014
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